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Abstract: As cyber-physical systems become prevalent, its 
security issue is gaining much attention. In this talk, we discuss 
several ways to attack dynamic systems, which is hardly seen by 
fault/anomaly detectors. Among them, the so-called zero-
dynamics attack is discussed in detail, which is followed by 
recent result of 'robust zero-dynamics attack.' In particular, we 
point out the 'sampling-zero-dynamics attack' is a headache 
since most physical systems are controlled by sampled-
data fashion. On the other hand, we also discuss how to protect 
control systems from the attacks. Three ideas are sketched. First 
one is against sensor attack, which is based on sparsity of 
compromised sensors. Second one is utilizing generalized holder 
to shift the location of zeros. The last one is using homomorphic 
encryption technique taken from cryptography community.
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